%538 54 9 1 moE R Vol.38 No.9
2017 %9 H Journal on Communications September 2017

doi:10.11959/j.issn.1000-436x.2017184

ETRMEMERH P MEESEIRRARIF RS

RE, LEK, ik, i
(1. MRS TRER A AR SRR %R, BRI G/RIEE 150001
2. FEARWIR A5 BT HEARY B, IRV AN 154007)

B FE: AIETACEMRS (LBS, location-based service) ¥, ANFI{ IR 5% d il F I B4R K T P R PEAS BAE 4 15 5%
FIAR, AE DRI O S AR R AP ORI AR A B S P AL B, b i R R PR P S0 e s PR ) £
FARIMEER o BN IXABGEAT A, AT R AR T R AT Bz A . R, O BRI AT R

BRG] AR AS AN TR AT E o X Bes 28 w] R4 H 1K e P AT 40 M Mok DA RBR =07 IR G5 ZR ¥ R (R AN I A 1)
o, P —MIET B ML (CP-ABE, ciphertext policy attribute based encryption) {575, i H 7 WhE 58 ik
TP B A A, I HAEAS R 58 =T R &5 3 DU SCUME L 2 Bk sz - P AT B RS R . e, %4
PESFFT R SEIR I TR — PR T BT 07 i B B m R B TR B 380 AR BT 303

KB BTAERS: RAAMRY BrERn®. ErkEa

FES%ES: TP31I MERFRIRED: A

CP-ABE based users collaborative privacy
protection scheme for continuous query

ZHANG Lei'?, MA Chun-guang', YANG Song-tao'?, LI Zeng-peng'
(1.College of Computer Science and Technology, Harbin Engineering University, Harbin 150001,China;

2. College of Information and Electronic Technology, Jiamusi University, Jiamusi 154007, China)

Abstract: In location-based services (LBS), as the untrusted LBS server can be seen as an adversary, and it can utilize the
attribute as background knowledge to correlate the real location of the user in the set of uncertain locations. Then the ad-
versary can gain the location privacy when the user enjoys the snapshot and continuous query through the correlation in-
ference attack. In order to cope with this attack, the main scheme in privacy protection is to generalize the attribute and
achieve attribute anonymity. However, algorithms of this type usually assumes a trusted third party (TTP) which provides
the service of similarity attribute finding and comparing, and it is unpractical in the real environment, as the TTP may
become the point of attack or the bottleneck of service and it cannot be considered as the trusted one all the time. Thus, to
cope with the correlation inference attack as well as the semi-trusted third party, ciphertext policy attribute based encryp-
tion (CP-ABE) and users collaboration based attribute anonymous scheme was proposed. In this scheme, the user coupled
achieve location and attribute anonymity. Furthermore, this scheme could also provide security for attacks from the
semi-trusted third party as well as semi-trusted collaborative users. At last, security analysis and the experiment results
further verify the effectiveness of privacy protection and the efficiency of algorithm execution.
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